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ABSTRACT 

 
ARTICLE INFO 

In institutes and organizations, the storage and computing services are provided by 

Cloud computing at a very affordable cost. Even new challenges for ensuring the 

integrity of data, confidentiality and control of out sourced data are in great demands. 

Security measures are also provided for above challenges but due to large number of 

keys, heavy data and collusion attacks the challenges are in great drawback. In order 

to overcome the stated issues we have proposed a system which will use threshold 

cryptography. In this scheme, the partitioned of users is been done by data owner in 

groups and each group is assigned with a single key for data decryption. User in that 

particular group shares the key. We are using most of the encryption an decryption 

algorithms to implement our proposed system. 
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I.  INTRODUCTION 

 
To Cloud computing is a new and fast growing 

technology in field of computation and storage of data. It 

provides storage and computing as a service at very 

attractive cost. It provides services according to three 

fundamental service models: infrastructure as a service 

(IaaS), platform as a service (PaaS) and software as a 

service (SaaS). Storage as a service is basically a platform 

as a service. The five characteristics of cloud computing 

are: on-demand service, self-service, location independent, 

rapid elasticity and measured scale service. These 

characteristics make cloud significant. Industries and 

institutions are exploiting these characteristics of cloud 

computing and increasing their profit and revenue. That is 

why, industries are shifting their businesses towards cloud 

computing. However, data security is a major obstacle in 

the way of cloud computing. 

 

Cryptography or cryptology, "hidden, secret", "writing”, 

“study", respectively is the practice and study of 

techniques for secure communication in the presence of 

third parties (called adversaries). More generally, it is 

about constructing and analysing protocols that block 

adversaries; various aspects in information security such 

as data confidentiality, data integrity, authentication, and 

non-repudiation are central to modern cryptography. 

Modern cryptography exists at the intersection of the 

disciplines of mathematics, computer science, and 

electrical engineering. Applications of cryptography 

include ATM cards, computer passwords, and commerce. 

Cryptography prior to the modern age was effectively 

synonymous with encryption, the conversion of 

information from a readable state to apparent nonsense. 
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Fig.1 Cryptography 

 

In cryptography, a cryptosystem is called a "threshold 

cryptosystem", if in order to decrypt an encrypted 

message, several parties (more than some threshold 

number) must cooperate in the decryption protocol. The 

message is encrypted using a public key and the 

corresponding private key is shared among the 

participating parties. Let be the number of parties. Such 

a system is called (t,n)-threshold, if at least t of these 

parties can efficiently decrypt the ciphertext, while less 

than t have no useful information. Similarly it is possible 

to define (t,n)-threshold signature scheme, where at least t 

parties are required for creating a signature.Threshold 

versions of encryption schemes can be built for many 

public encryption schemes. The natural goal of such 

schemes is to be as secure as the original scheme. Such 

threshold versions have been defined for:RSA,Pallier 

cryptosystem,Damgård–Jurik cryptosystem,ElGamal. 

 

The most common application is in the storage of secrets 

in multiple locations to prevent the capture of the 

ciphertext and the subsequent performance of 

cryptanalysis on that cyphertext. Most often the secrets 

that are "split" are the secret key material of a public key 

cryptography key pair or the ciphertext of stored 

password hashes. The idea of theshold cryptography is to 

protect information (or computation) by fault-tolerantly 

distributing it among a cluster of cooperating computers. 

First consider the fundamental problem of threshold 

cryptography, a problem of secure sharing of a secret. A 

secret sharing scheme allows one to distribute a piece of 

secret information among several servers in a way that 

meets the following requirements: (1) no group of corrupt 

servers (smaller than a given threshold) can figure out 

what the secret is, even if they cooperate; (2) when it 

becomes necessary that the secret information be 

reconstructed, a large enough number of servers (a 

number larger than the above threshold) can always do it. 

In proposed system, we present a complete model for 

secure communication between different entities and 

secure access to data. There are four algorithms in the 

proposed scheme. Algorithm 1 describes secure 

communication of data between DO and CSP moreover 

this algorithm insures data confidentiality and, 

authentication of DO and CSP. Algorithm 2 describes 

procedures which DO and CSP apply after a new file 

creation in respect. Algorithm3 describes about secure 

communication of data between CSP and user. In this 

algorithm user’s authorization is also checked. Algorithm 

4 describes the threshold cryptography technique for 

decryption of a user’s file. Algorithm 4 is applied at user 

side where number of keys is reduced (one key 

corresponding to one group) and no threat of collusion 

attack as in group-key scheme. 

 

II. RELATED WORK 

 
The two basic security requirements for outsourced data 

in cloud computing is data confidentiality and access 

control. While seeing the security of data we also have to 

take concern about performance of system which include 

DO,CSP,Users.  

 

In group-key scheme, there is single key which 

corresponds to each group of users for the process of 

decryption and all users of that particular group are 

familiar with that key. With this scheme data security and 

performance is upgraded. 

 

Symbol Description 

CSP Cloud Service Provider 

DO Data Owner 

Pu Public key 

KT Symmetric Key 

Ek Encryption key 

Dk Decryption 

Fi I
th 

 file 

Di I
th   

file message digest 

CPList Capability List 

M Message 

DHKE Deffie- Hellman Key Exchange 

Algorithm 

RSA Ron Rivest, Adi Shamir, and 

LeonardAdleman Algorithm 

AES Advanced Encryption Standard 

Algorithm 

SHA Secure Hash Algorithm 

p Primitive root 

MOD  Modulus Function 

UID User identity 

FID File identity 

AR Access Right 

 

The next scheme is used to achieve data access control 

and confidentiality. In this scheme, data is encrypted by 

using symmetric keys and these keys are known only to 

data owner and corresponding data users. At CSP, 

encrypted data is stored and it cannot see the actual data 

because it is in encrypted form. Data is then encrypted by 

one time secret session key which is shared between CSP 

and user by modified DHKE protocol. In this scheme, 

https://en.wikipedia.org/wiki/Cryptosystem
https://en.wikipedia.org/wiki/Cryptographic_protocol
https://en.wikipedia.org/wiki/Public_key
https://en.wikipedia.org/wiki/Secret_sharing
https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/RSA_%28algorithm%29
https://en.wikipedia.org/wiki/Pallier_cryptosystem
https://en.wikipedia.org/wiki/Pallier_cryptosystem
https://en.wikipedia.org/wiki/Damg%C3%A5rd%E2%80%93Jurik_cryptosystem
https://en.wikipedia.org/wiki/ElGamal
https://en.wikipedia.org/wiki/Ciphertext
https://en.wikipedia.org/wiki/Cryptanalysis
https://en.wikipedia.org/wiki/Public_key_cryptography
https://en.wikipedia.org/wiki/Public_key_cryptography
https://en.wikipedia.org/wiki/Ron_Rivest
https://en.wikipedia.org/wiki/Adi_Shamir
https://en.wikipedia.org/wiki/Leonard_Adleman
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whole data is provide with security but when users are 

large in number then assigning a key to each user is very 

hectic job and which leads to more security. 

 

III. PROPOSED SYSTEM 

 
The explanation of architecture model is describes the 

process what CSP do after getting encrypted data and 

Capability List from the DO. CSP decrypts the message 

using its own private key and the public key of data 

owner and stores the encrypted data and Capability List in 

its storage. CSP then updates the encrypted File List and 

Capability List. Since, data are encrypted using 

symmetric key (KT) which is known only to DO and 

respected user group, CSP can't see data even though 

user's credential comes through it.  Algorithm 2 illustrates 

the procedure required after a new File creation. When a 

new File is created, DO fills entries for that File in 

Capability List containing UID, FID and AR. DO 

generates a symmetric key (KT) and encrypts File with 

that symmetric key (KT). Now, DO encrypts the updated 

CPList, Encrypted File and symmetric key (KT) with its 

private key after that public key of CSP and sends these to 

the CSP. When CSP receives these, it updates Capability 

List, Encrypted File List and sends encrypted symmetric 

key (KT) to respective user group. Users of the user group 

then decrypt the message and get their own parts of the 

symmetric key (KT). To avoid man-in-middle and replay 

attack we use nonce and timestamp in each message. 

After getting the details, user can request to CSP for data. 

Algorithm 3 describes how data are exchanged securely 

between CSP and the user by use of modified Diffie-

Hellman algorithm. We called it modified D-H algorithm 

as we encrypt the D-H parameters using the public key of 

one side and, using nonce in each direction during session 

key (KS) generation and data transfer. 

 

 
  Fig 2. Architecture Model 

 

It helps to counter the man-in-the middle attack. After 

available of keys and tokens, the user may request for 

data to CSP. CSP initiates modified D-H key exchange 

with the user, if request is authentic 

We assume that the session key (KS) is shared between 

CSP and the user by modified Diffie-Hellman algorithm. 

Now, CSP encrypts the encrypted File (Fi) and its digest 

(Di) with the shared session key (KS) and sends it to the 

user. This over encryption ensures the confidentiality of 

the message between cloud service provider and the user. 

The user then decrypts the message (user decrypts the 

message according to algorithm 4) and calculates the 

digest of File and then matches it with stored digest. If 

digest matches, File is original otherwise File is modified 

by outsiders and user then sends an error notification 

message to DO. 

.   

RSA Algorithm 

RSA stands for Ron Rivest, Adi Shamir and Leonard 

Adleman, who firstly described 1977.It is an algorithm for 

public key cryptography that is mostly based on the 

difficulty of factoring large integers. The first priority of 

this algorithm is must be kept secret .A public key can be 

used by anyone to encrypt a message, but with currently 

published methods, if the public key is large enough, only 

someone with knowledge of the prime factors can easily 

decode the message. 

 

Operations of RSA algorithm: 

1)Key Generation 

RSA involves a public key and a private key. The public 

key is to be known to everyone and is used for encrypting 

messages. Messages encrypted with the public key can 

only be decrypted using the private key. 

 

2)Encryption: It is the process in which the sender are 

sending any kind of message or data in encrypted form  so 

that message will not seen by third person .we are using 

public key of receiver side at the time of sending message 

in encrypted form.  

 

3)Decryption: It is the process in which the receivers are 

decrypt  any kind of message or data which is receiving 

from sender side and that message in encrypted form .He 

is using his own private key to decrypt that message 

which is receiving from sender side. 

 

 

AES Algorithm: 

 

It stands for Advanced Encryption standard .It is one kind 

of symmetric block cipher which is published in the year 

2001.This algorithm is used for overcoming the 

drawbacks of DES algorithm. This algorithm is 

vulnerable for different attacks This algorithm also has 

low performance as compared to AES algorithm. In this 

algorithm we are mostly using two keys i.e. Symmetric 

key and assymetric key Symmetric key: In the 

communication process at the time of sending and 

receiving messages or any kind of data that time we are 

using only single key. In this key sender and receiver are 

using same key. 
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Assymetric key: In the communication process at the time 

of sending and receiving messages or any kind of data 

that time we are using double key. In this key sender and 

receiver are using different keys for transmitting data or 

message from one side to the  another side. 

 

 

AES is based on a substitution-permutation network 

AES is based on a design principle known as a 

substitution-permutation network, and is fast in both 

software and hardware.[6] Unlike its predecessor DES, 

AES does not use a Feistel network. AES is a variant of 

Rijndael which has a fixed block size of 128 bits, and a 

key size of 128, 192, or 256 bits. By contrast, the Rijndael 

specification per se is specified with block and key sizes 

that may be any multiple of 32 bits, both with a minimum 

of 128 and a maximum of 256 bits.AES operates on a 4×4 

column-major order matrix of bytes, termed the state, 

although some versions of Rijndael have a larger block 

size and have additional columns in the state. Most AES 

calculations are done in a special finite field. The key size 

used for an AES cipher specifies the number of 

repetitions of transformation rounds that convert the input, 

called the plaintext, into the final output, called the cipher 

text. The number of cycles of repetition are as follows: 

• 10 cycles of repetition for 128 bit keys. 

• 12 cycles of repetition for 192 bit keys. 

• 14 cycles of repetition for 256 bit keys. 

Each round consists of several processing steps, including 

one that depends on the encryption key itself. A set of 

reverse rounds are applied to transform ciphertext back 

into the original plaintext using the same encryption key. 

Number of rounds, Nr, depends on key size 

Each round is a repetition of functions that perform a 

transformation over State array Consists of 4 main 

functions: one permutation and three substitution 

Substitute bytes, Shift rows, Mix columns, Add round key 

 

SHA Algorithm 

 

It stands for Secure Hash Algorithm. This algorithm is 

used to generate a representation of a message called a 

message digest. It is used for digital signature standard. A 

secure hash algorithm is used. SHA1 is used for 

computing a condensed representation of a message or a 

data file. It generates or verifies the signature for the 

message. The hash algorithm must be used by the verifier 

of a digital signature as was used by the creator of the 

digital signature The SHA1 is called secure because it is 

computationally infeasible to find a message which 

corresponds to a given message digest, or to find two 

different messages which produce the same message 

digest. Any change to a message in transit will, with very 

high probability, result in a different message digest, and 

the signature will fail to verify. SHA1 is a technical 

revision of SHA (FIPS 180). A circular left shift operation 

has been added to the SHA (FIPS 180). SHA1 improves 

the security provided by the SHA standard. The SHA1 is 

based on principles similar to those used by the MD4 

message digest algorithm. The SHA1 is used to compute a 

message digest for a message or data file that is provided 

as input.  The message or data file should be considered to 

be a bit string. The length of the message is the number of 

bits in the message (the empty message has length . If the 

number of bits in a message is a multiple of 8, for 

compactness we can represent the message in hex. The 

purpose of message padding is to make the total length of 

a padded message a multiple of 512 he SHA1 sequentially 

processes blocks of 512 bits when computing the message 

digest. As a summary, a "1" followed by m "0"s followed 

by a 64-bit integer are appended to the end of the message 

to produce a padded message of length 512 * n.The 64-bit 

integer is l, the length of the original message. 

 

DHKE algorithm 

 

The Diffie-Hellman protocol is a method for two 

computer users to generate a shared private key with 

which they can then exchange information across an 

insecure channel. We assume it by considering an 

example. First, they agree on two prime numbers and , 

where is large (typically at least 512 bits) and is a 

primitive root modulo . (In practice, it is a good idea to 

choose such that is also prime.) The numbers 

and need not be kept secret from other users. Now 

Alice chooses a large random number as her private key 

and Bob similarly chooses a large number . Alice then 

computes , which she sends to Bob, and 

Bob computes , which he sends to Alice.  

Now both Alice and Bob compute their shared key 

, which Alice computes as  

 

and Bob computes as  

 

Alice and Bob can now use their shared key to 

exchange information without worrying about other users 

obtaining this information. In order for a potential 

eavesdropper (Eve) to do so, she would first need to 

obtain knowing only , , 

and .  

This can be done by computing from 

and from . This is the 

discrete logarithm problem, which is computationally 

infeasible for large . Computing the discrete logarithm 

of a number modulo takes roughly the same amount of 

time as factoring the product of two primes the same size 

as , which is what the security of the RSA cryptosystem 

http://mathworld.wolfram.com/PrimitiveRoot.html
http://mathworld.wolfram.com/DiscreteLogarithm.html
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relies on. Thus, the Diffie-Hellman protocol is roughly as 

secure as RSA. 

 

IV. CONCLUSION 

 
By implementing threshold cryptography at user side, we 

protect outsourced data from collusion attack. Data 

confidentiality is ensured since data stored by DO at CSP 

is encrypted form and also keys are unknown to CSP.  

Public key cryptography and MD5 ensure the data 

integrity and entity authentication. With our proposed 

scheme Man in middle attack is avoided. The huge 

number of keys is reduced in our proposed scheme. We 

have achieved data confidentiality, entity authentication, 

data integrity and data access control and it also helps in 

reducing additional computation time. 
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